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GDPR Enforcement Begins  
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The new privacy regulation will impact many  
businesses and organizations worldwide.
International cyber threats and vulnerabilities are quickly becoming the “new normal.” In fact, the number of 

significant cyber breaches has been steadily increasing for years. According to the Online Trust Alliance, in 2017 

the number of incidents nearly doubled from the year prior, most of which had global impacts.  In an effort to unify 

the region’s privacy laws and protect the personal data of its citizens, the European Union (EU) has adopted the 

General Data Protection Regulation (GDPR), effective May 25, 2018.

The GDPR provides many new rights to EU citizens, which include the following:

»   Right to be informed as to why an entity is 

processing their data.

»   Right to access a copy of personal data and 

information and to rectify any errors in their 

personal data.

»   Right not to be subjected to automated decisions, 

including profiling and direct marketing.

»   Right of data portability, such as the transfer of 

data to another data controller (A data controller 

determines the purposes, conditions and means of 

the processing of personal data) in a structured, 

commonly used and machine-readable format.

»   Right to have personal data erased in 

certain circumstances.

http://www.rcmd.com
https://otalliance.org/news-events/press-releases/online-trust-alliance-reports-doubling-cyber-incidents-2017-0
http://www.lawinfographic.com/rights-data-subjects-gdpr/
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Impact on Worldwide Businesses 
and Organizations

» Physical

» Physiological

» Genetic

» Mental

» Economic

» Cultural 

» Social

» Health

» Sexual Orientation

» Philosophical Beliefs

» Political Opinions

» And more. 

Consequences of the GDPR
Many organizations outside the EU are not aware that they fall within the scope of the GDPR and its breach 

notification requirements. As a result, these organizations may face hefty fines, sanctions and litigations after 

May 25, 2018, for failing to comply with the regulation.  According to the DACbeachcroft presentation Data 
Privacy from Across the Pond, consequences may include:

Sanctions

»  Written warning (unintentional, first 

offenses only). 

» Orders to suspend or cease processing.

» Regular audits.

Litigation

»  Right to claim compensation for financial loss and 

distress caused.

»  Not-for-profit (consumer watchdog) able to pursue 

claims on behalf of individuals and classes. 

Fines
»  Category A Breaches (i.e. failure to maintain 

written records, failure to implement data 

protection by design and default) – up to 10M 

euros or 2% of the organization’s worldwide 

annual revenues.

»  Category B breaches (i.e. processing without 

a relevant legal basis or infringement of data 

subject rights) – up to 20M euros or 4% of the 

organization’s worldwide annual revenue.

While the regulation originates in the EU, its implications 

reach far beyond the borders of its member countries. The 

GDPR may apply to any entity that processes (collects, 

uses, discloses or stores) the personal data of citizens of 

the EU. The personal data covered by the GDPR includes 

name, identification numbers, location data, online 

identities and factors related to the specific identity of the 

individual, including:

http://info.rcmd.com/l/108612/2018-04-30/5yw7ly/108612/64868/DACbeachcroft___What_US_Companies_Need_to_Know_about_EU_GDPR_021518.pdf
http://info.rcmd.com/l/108612/2018-04-30/5yw7ly/108612/64868/DACbeachcroft___What_US_Companies_Need_to_Know_about_EU_GDPR_021518.pdf
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Preparing for GDPR
Business and organizations who process data for EU citizens and fall within the GDPR requirements should begin 

preparing for GDPR with these essential steps:

1.    Data Mapping
Conduct an audit of the full scope of your data processing policies and procedures and determine all key 

elements including the data items, flow, format, storage location, access and accountability for the data. It 

is important to look outside your organizational walls and determine the data privacy process and access of 

your third-party vendors. 

2.  Notifications
Ensure that your organization is capable and prepared to carry out the breach notification requirements 

of the GDPR. These requirements may include notification to the relevant supervisory authority within 72 

hours after becoming aware of the incident and/or notification to individuals affected if the breach is likely 

to result in a high risk to their rights and freedoms. 

3.  Organizational Enhancements
Determine if your organization needs to appoint a Data Protection Officer and/or representative(s) 

established in Europe to act on your behalf, communicate with supervisory authority and accept liability 

breaches of GDPR. A representative is NOT necessary if the data processing is occasional, does not include 

large-scale processing of special categories of data, and is unlikely to result in a risk to the rights and 

freedoms of EU citizens. 

Other recommendations for U.S. businesses and organizations include redesigning your consent and disclosure 

agreements for customers a well as auditing the service agreements for your third-party vendors and providers.
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Engaging your Risk Management and Cyber 
Liability Experts
This transformative regulation is causing the global business community to rethink the way they collect, store and 

utilize data. Engaging with the risk management and cyber liability experts at RCM&D can help you take the first 

step in understanding your exposures and determine if your operations fall within the scope of the GDPR.

Understanding Your Exposures
From a risk management perspective, an RCM&D consultant can help you determine if your organizational 

procedures have any clear GDPR exposures. The DACbeachcroft infographic Does the GDPR Apply to U.S. helps to 

identify a few key questions your consultant may ask, including:

»  Do you offer goods or services in the language or currency of an EU country?

»  Do you have any “establishments” in an EU country, including but not limited to an office building, an 

employee, a website, a bank account or equipment? 

»  Do you reference EU customers in any publications?

»  Does your organization monitor behavior of EU citizens on the internet (such as through website cookies)? 

After reviewing your potential GDPR exposures, your RCM&D consultant will refer your business or organization 

to an appropriate third-party technology, legal and/or compliance vendor that can further help you understand 

and address the new regulations.

Your Cyber Liability Coverage
Most cyber liability carriers include a regulatory 

defense and penalties insuring clause in their 

cyber policy. 

As long as the EU does not deem that the fines are 

uninsurable, the regulatory coverage should respond 

in the event of a breach. However, the GDPR fines and 

penalties can be quite high and as a result, the typical 

regulatory coverage limit on a cyber policy may not be 

large enough in the event of a GDPR breach.

Organizations that have significant GDPR exposure 

should engage their RCM&D consultant to investigate 

with the cyber carrier as to whether it is possible to 

increase the Regulatory Defense and Penalties limit.

https://www.dacbeachcroft.com/en/gb/articles/2017/september/does-the-gdpr-apply-to-us/


Baltimore, MD        |        Washington, DC        |        Richmond, VA        |        Philadelphia, PA        |        Harrisburg, PA 

RCM&D is ranked among the top independent insurance advisory firms in the United States. Our specialized teams provide 
strategic solutions and consulting for risk management, insurance and employee benefits. Leveraging more than 130 years 
of experience and strong local, national and global reach, we partner with you to meet all of your business objectives.
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Questions? Let’s Talk.

Scott Martin  |   804.237.5923  |   cmartin@rcmd.com

Sharon Sabala  |   410.583.5447  |   ssabala@rcmd.com

http://www.rcmd.com  
mailto:cmartin%40rcmd.com?subject=GDPR%20Enforcement%20Begins%20May%2025
mailto:ssabala%40rcmd.com?subject=GDPR%20Enforcement%20Begins%20May%2025
http://www.rcmd.com

